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Browser Settings for Financial Institutions

Supported Browsers for Macs

For security purposes, subscribers should consider using only browsers and operating

systems that are able to receive security updates from the developer or manufacturer. iPay
Solutions supports the following browsers for its Consumer and Business bill pay products:

e Google Chrome — Current and previous major releases
o Chrome should automatically update, and major updates are released
approximately every 12 weeks. If Chrome is two versions older than the current
stable channel version, iPay applications may not be accessible.
e Microsoft® Edge — Current and previous major releases
o Microsoft Edge will be supported at the latest version only. iPay applications
may not be accessible on older Microsoft Edge versions, 60 days after a new
version is released.
e Firefox® — Current and previous major releases
o Firefox should automatically update, and major updates are released
approximately every 12 weeks. If Firefox is two versions older than the current
stable channel version, iPay applications may not be accessible.
e Safari® — Current and previous major releases
o Safari currently only sees major upgrades during the Fall. iPay applications
may not be accessible on older Safari versions, 60 days after a new version is
released.

Supported Operating Systems
iPay Solutions will only support manufacturer supported operating systems for the following:

e Windows

¢ Mac OS
e jOS — iPhone and iPad
e Android

e Chrome OS

Additional Information

e Subscribers can verify with their financial institution that the browser and version are
compatible with online banking.

e Browsers and versions not on the supported list may still have functionality; however,
they are not recommended and are supported only in a limited manner.

e iPay Solutions does not support beta browser versions.

¢ NetTeller supports only the current and previous major releases.
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Google Chrome 102 and 103

To locate browser version, with the browser window open, select the menu icon (three vertical
dots). Select Help, then click About Google Chrome.

L2 Y ® 0O & :

New tab Ctrl+T
New window Ctrl+N
History 3
Downloads Ctrl+)
Bookmarks >
Zoom - 100% + g
Print... Ctrl+P
Cast...
Find... Ctrl+F
More tools 4
Edit Cut Copy Paste
Settings

About Google Chrome Help »

What's New :
Exit

Help center

Report an issue... Alt+Shift+| B2 Managed by your organization
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Next, adjust settings.

With the browser window open, select the menu icon (three vertical dots). Click Settings.

w @ 0
Mew tab

MNew window

x|

Ctrl+T
Ctri+M

New incognito window Ctri+Shift+M

History
Downloads

Bookmarks
Z02m - 100% +

Print...
Zast...
Find...

More tocls

Edit Cut Copy

Settings

Help
Exit

B mManaged by your organization

Ctri+J

=

L

Ctri+F

Ctrl+F

Paste
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On the left-hand menu, select Privacy and Security.

& Youand Google
B Autofill

@  Privacy and security
@&  Appearance

Q,  Search engine
EN  Default browser
(!  On startup

@ Languages

#  Downloads

T Accessibility

9,  System

£  Reset settings
W Extensions [
& About Chrome

Click Cookies and other site data.

Privacy and security

= Clear browsing data ,

. Clear history, cookies, cache, and more

& Cookies and other site data ,
Cookies are allowed

@ Security b
Safe Browsing (protection from dangerous sites) and other security settings

— Site Settings .

“"  Controls what information sites can use and show (location, camera, pop-ups, and more)
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Under General settings choose Allow all cookies.

€ Cookies and other site data ®@ Q search

] °

General settings

@®  Allow all cookies

@

to remember items in your shopping cart

Sites can use cookies to see your browsing activity across different sites, for example, to

&

personalize ads

Sites can use cookies to improve your browsing experience, for example, to keep you signed in or

(O  ©Block third-party cookies

(O  Block all cookies (not recommended)

Scroll down to the Sites that can always use cookies option. Click Add, type
www.billpaysite.com for Consumer Bill Pay or www.businessbillpay-e.com for Business Bill Pay.

If applicable, select the box next to Including third-party cookies on this site and click Add.

See all cookies and site data

Sites that can always use cookies

Mo sites added

Add

Always clear cookies when windows are closed

Mo sites added

Sites that can never use cookies

Mo sites added

Add

Add
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Add a site

Site "
billpaysite.com
Including third-party cockies on this site -

Click See all cookies and site data. Then click Remove All or the garbage can icon.

&  Cookies and site data Q, Search

Allow sites to save and read cookie data (recommended) [ ]

Clear cookies and site data when you quit Chrome

Block third-party cookies
Prevent third-party websites from saving and reading cookie data

See all cookies and site data »
& All cookies and site data Q_ Search cookies
Dl
Remave All
accounts.google.com —
@ y []
1 cookie

Click Clear all.

Clear site data

This will delete any data stored on your device for all the sites shown. Do you

want to continue?
jh
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On the left-hand menu, select Privacy and Security.

o °c % & @

G

&@

O F =+ e

»

®

You and Google
Autofill

Privacy and security
Appearance

Search engine
Default browser

On startup

Languages
Downloads
Accessibility
System

Reset settings

Extensions [/

About Chrome

Click Site Settings, scroll down, and click Pop-ups and redirects.

Privacy and security
§ Clear browsing data
Clear history, cookies, cache, and more
@ Cookies and other site data
Cookies are allowed
9 Security
Safe Browsing (protection from dangerous sites) and other security settings
—» Site Settings
“"  Controls what information sites can use and show (location, camera, pop-ups, and more)
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Content

@ Cookies and site data
Cookies are allowed

JavaScript

]
< Allowed
’. Flash R
Ask first
Images
]
- Show all
Pop-ups and redirects
i »
I—_' Blocked
Additional content settings v

Click Add to the right of Allowed to send pop-ups and use redirects.

Customized behaviors

Sites listed below follow a custom setting instead of the default

Not allowed to send pop-ups or use redirects Add

No sites added

Allowed to send pop-ups and use redirects Add

Consumer and Business users:

Type www.billpaysite.com for Consumer Bill Pay or

www.businessbillpay-e.com for Business Bill Pay and click Add.

iPay Portal users:

Type jhaipayportal.com and click Add.
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On the left-hand menu, select Privacy and Security.

& Youand Google
B Autofill

@  Privacy and security
@&  Appearance

Q,  Search engine
EN  Default browser
(!  On startup

@ Languages

#  Downloads

T Accessibility

9,  System

£  Reset settings
W Extensions [
& About Chrome

Next delete your browsing history. From the Privacy and Security page, click Clear

browsing data.

Privacy and security

Clear browsing data
Clear history, cookies, cache, and more

o

@ Cookies and other site data
Cookies are allowed

e Security
Safe Browsing (protection from dangerous sites) and other security settings

o Site Settings
"™ Controls what information sites can use and show (location, camera, pop-ups, and more)
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In the Time range section, choose All time. Then, select Browsing History, Cookies and other
site data, and Cached images and files. Click Clear data.

Clear browsing data

Basic Advanced

Time range All time -

Browsing history

v
. Clears history and autocompletions in the address bar.
Cookies and other site data
Signs you out of most sites.
Cached images and files

Frees up 15.9 MB. Some sites may load more slowly on your next visit.

Cancel Clear data

While still in Settings, select Languages.

& You and Google

B Autofil

@  Privacy and security

@&  Appearance

Q,  Search engine

B Default browser

(! On startup

@& Languages

#*  Downloads

T Accessibility

9,  System

{0  Reset settings

W Extensions [

&  About Chrome

jh
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Under Order language based on your preference, ensure that English (United States) is the
first, or only, language listed.

Languages

Order languages based on your preference

English (United States)
This language is used when translating pages

English
Add languages

Offer to translate pages that aren't in a language you read .

Restart the browser by closing all open sessions.

If the date or currency format is still incorrect, walk the subscriber through updating their
Language and Region Preferences.
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Firefox 101 and 102

To locate the browser version, with the browser window open, select the menu icon
(three vertical lines). Click Help, then About Firefox.

w =
Sync and save data Sign In
MNew Tab Ctrl+T
MNew Window Ctrl+N
MNew Private Window Ctrl+5Shift+P
Bookmarks > < Firefox Help
History >
Get Help
Downloads Ctrl+J
Submit Feedback...
Passwords
Troubleshoot Mode...
Add-ons and Themes Ctrl+5Shift+ A
More Troubleshooting Information
Print... Ctrl+P Report Deceptive Site..,
Save Page As.. Cirl+5 About Firefox
Find In Page... Ctrl+F
Zoom = 100% +
Settings
More Tools >
Help >
Exit Ctrl+Shift+Q
jh
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With the browser window open, click the menu icon (three vertical lines), then click

Settings.
w =

Sync and save data Sign In
Mew Tab Ctrl+T
Mew Window Ctrl+N
Mew Private Window Ctrl+Shift+P
Bookmarks >
History >
Downloads Crl+]
Passwords
Add-ons and Themes Ctrl+Shift+A
Print... Ctrl+P
Save Page As... Ctrl+5
Find In Page... Ctrl+F
Zoom - 100% +
Settings
Mare Tools >
Help >
Exit Ctrl+Shift+Q

Click General, scroll to the Language section and click Choose.

@3 General Language
Choose the languages used to display menus, messages, and notifications from Firefox.
ﬁh Home
English (United States) v Set Alternatives...
Q Search . .
Choose your preferred language for displaying pages Choose...
E) Privacy & Security Check your spelling as you type
C) Sync
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Ensure that English (United States) is the first, or only, language listed.

English (United States) [en-us]

English [en]

Web pages are sometimes offered in more than one language. Choose languages for displaying

these web pages, in order of preference

Webpage Language Settings X

Move Down

Remove

Select a language to add...

W
Cancel Help

Click Privacy & Security, under Enhanced Tracking Protection, select Custom. Then,
clear all check boxes.

E@] General

@ Home

Q Search

E] Privacy & Security

L‘J Sync

g1 Extensions & Themes

(@ Firefox Support

Enhanced Tracking Protection

Trackers follow you around online to collect information

Manage Exceptions...
about your browsing habits and interests, Firefox blocks
many of these trackers and other malicious scripts.
Learn more
() Standard ©
Balanced for protection and performance. Pages will load nermally.
() Strict v
Stronger protection, but may cause some sites or content to break.
© Custom
Cheoose which trackers and scripts to block,
[ ] Cookies -
] Tracking content -

[] Cryptominers

] Fingerprinters

(0 VYou will need to reload your tabs to apply these -
Y PRY & Reload All Tabs
changes.

& Heads up!
This setting may cause some websites to not display content or work
correctly. If a site seemns broken, you may want to turn off tracking

protection for that site to load all content.  Learn how
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Select Clear History. Choose Everything from the drop-down menu. Select Browsing &
Download History, Cookies, and Cache, then click OK.

Clear All History X

Time range to clear: Everything ~

All selected itemns will be cleared.

k

L @  This action cannot be undone,

History

Browsing & Download History Cookies
D Active Logins Cache

[] Form & Search History

Data

D Site Preferences D Offline Website Data

0K Cancel

Scroll to the Cookies and Site Data section and click Clear Data.

Cookies and Site Data

Your stored cookies, site data, and cache are currently using 84.6 MB of Clear Data...
disk space. Learn more

Manage Data...
[ Delete cookies and site data when Firefox is closed Manage Exceptions...

Select Cookies and Site Data and Cached Web Content, then click Clear.

Clear Data X

Clearing all cookies and site data stored by Firefox may sign you out of websites and

remove offline web content. Clearing cache data will not affect your logins.

Cookies and site Data (0 bytes)
You may get signed out of websites if cleared

Cached Web Content (154 KB)
Will require websites to reload images and data

Bill Pay Browser Settings for a Mac 15
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Click Clear Now.

Clear Data X

Clear all cookies and site data *

® Selecting 'Clear Mow' will clear all cookies and site data stored by Firefox. This may sign you out of

websites and remove offline web content.
Clear Now Cancel

You may get signed out of websites if cleared

Cached Web Content (0 bytes)

Will require websites to reload images and data

While still in the Cookies and Site Data section, click Manage Exceptions.

Cookies and Site Data

Your stored cookies, site data, and cache are currently using 84.6 MB of Clear Data...
disk space. Learn mare

Manage Data...
[] Delete cookies and site data when Firefox is closed Manage Exceptions...

Under Address of website, type www.billpaysite.com for Consumer Bill Pay or
www.businessbillpay-e.com for Business Bill Pay and click Allow. Click Save Changes.

Exceptions - Cookies and Site Data X

You can specify which websites are always or never allowed to use cookies and site data. Type the exact address

of the site you want to manage and then click Block, Allow for Session, or Allow.

Address of website

billpa},fsite.com|

Block Allow for Session Allow
Website Status -
http://businessbillpay-e.com Allow

Remove Website Remove All Websites
A
jh
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While in Privacy & Security, scroll to the Permissions section and click Exceptions for
Block pop-up windows.

I General Permissions
@ Home @ Location Settings...
Camera Settings...
O\ Search o LAt
9 Microphone Settings...
E] Privacy & Security
) Notifications Learn more Seftings...
Q Sync
[] Pause notifications until Firefox restarts
) Autoplay Settings...
() Virtual Reality Settings...
Block pop-up windows
Warn you when websites try to install add-ons Exceptions...

Under Address of website, type www.billpaysite.com for Consumer Bill Pay or
www.businessbillpay-e.com for Business Bill Pay and click Allow. Click Save Changes.

Allowed Websites - Pop-ups X

You can specify which websites are allowed to open pop-up windows. Type the exact address of the site you
want to allow and then click Allow.

Address of website

billpaysite.com

Allow

Website Status -

https://businessbillpay-e.com Allow

Remove All Websites

Save Changes Cancel

RN

Restart the browser by closing all open sessions.

If the date or currency format is still incorrect, walk the subscriber through updating their
Language and Region Preferences.
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Safari 14 and Above

To locate the browser version, with the browser window open, hold the cursor at the top of the
screen. The toolbar menu will drop down. Click Safari, then About Safari.

8 54 File Edit View Histg

® | About Safari |
Safari Extensions...
Preferences... 28,
Clear History...
Services >
Hide Others ¥EH
Quit Safari $Q

With your browser window open, select Safari then Preferences.

File Edit View History

About Safari

@ . :
Safari Extensions...

Preferences... 3,

Clear History...

Services >

Hide Others CHEH

Quit Safari 280

The Preferences window appears.

Click Privacy.

jh
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De-select Prevent cross-site tracking and Block all cookies.

[ ] Privacy

O ) i {I,Tf Q é Ul e u g

General Tabps AutoFill Passwords Search Security Privacy Websites Extensions Advanced

Website tracking: Prevent cross-site tracking
Cookies and website data: Block all cookies
Manage Website Data... o

Click Websites, then select Pop-up Windows.

In the When visiting other websites drop-down menu, select Allow.

@ Websites

L=/ § Qe 0@ B

General Tabs AutoFill Passwords Search Security Privacy Websites Extensions Advanced

General

Allow pop-up windows on the websites below:
Reader
Currently Open Websites

Content Blockers billpaysite.com v Block and Notify

Block
Auto-Play

Page Zoom
Camera
Microphone

Location

o".(‘tE Ooed

Notifications

. Pop-up Windows

Plug-ins
Adobe Flash Player
Version 32.0.0.114 )
When visiting other websites: Block and Notify

NOTE
If billpaysite.com or businessbillpay-e.com doesn't appear, the online banking web

address or a variation should appear. Allow should still be selected for that

address.
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Delete browsing history. Click Safari, then Clear history. In the Clear section select all history,
then click Clear History.

& =ECLN File Edit View  Histg

® About Safari
Safari Extensions... F
£

Preferences...

Clear History...

Services >
Clearing history will remove related cookies
ﬂ and other website data.
Hide Others L #H S Clear | all history E
Quit Safari 2Q ? Cancel Clear History

Restart the browser by closing all open sessions.

If the date or currency format is still incorrect, walk the subscriber through updating their
Language and Region Preferences.

jh
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Microsoft® Edge 101 and 102

To locate the browser version, with the browser window open, click the three horizontal dots.

Then, click Settings.

=0
B Mewtab Ctrl+T
B Mew window Ctrl+M
B New InPrivate window  CirtShifts
Zoom - w0 +
i Downloads Ctrl+]
o
1A
= Print Ctrl+P
& Share
(b Find on page Ctrl+F
-~ pag
AV Read aloud
Mare tools >
@ Settings
? Help and feedback >
Close Microsoft Edge

Click About Microsoft Edge.

Settings

53 Search settings

=]

Profiles
Privacy, search, and services
Appearance

On startup

Bl C &

MNew tab page

5]

Site permissions

Default browser

= I

Downloads
Family safety
Languages
Printers
System

Reset settings

Phane and other devices

RBC DR

About Microsoft Edge

Microsoft Edge is up to date.
‘Wersion 86.0.622.51 [Official build) {64-bit)

This browser is made possible by the Chromium open source project and other open source software

Microscft Edge
© 2020 Microsoft Corporation. All rights reserved

Terms of use - Privacy statement - Microsoft services agreement

Bill Pay Browser Settings for a Mac
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While still in Settings, click Privacy, search, and services. Turn off Tracking prevention.

0

Settings

Search settings

Profiles

&

Privacy, search, and services

B G &

= 1 A

@ O0GC D dP s

Appearance

On startup

New tab page
Site permissions
Default browser
Downloads
Family safety
Languages
Printers

System

Reset settings
Phone and other devices

About Microsoft Edge

oe!

Hi Sharon, we value your privacy.

We will always protect and respect your privacy, while giving you the transparency

and control you deserve. Learn about our privacy efforts

Tracking prevention @

Websites use trackers to collect info about your browsing. Websites may use this info to improve sites and show you content like

personalized ads. Some trackers collect and send your info to sites you haven't visited.

Tracking prevention

While still on the Privacy, search, and services page, locate the Clear browsing data
section and click Choose what to clear.

Clear browsing data

Clear browsing data now

Choose what to clear every time you close the browser

This includes history, passwords, cookies, and more. Only data from this profile will be deleted. Manage your data

Choose what to clear

>

Bill Pay Browser Settings for a Mac
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In the Time range section, choose All time. Select Browsing History, Cookies and other site

data, and Cached images and files, then click Clear now.

Clear browsing data
Time range
All time ~
+'| Browsing history
10 items. Browsing data is only stored on this device
Download history
1 item
+'| Cookies and other site data
From 22 sites. Signs you out of most sites.
+/| Cached images and files
Frees up 5.5 MB. Some sites may load more slowly on

wour next visit

This will clear yeur data across all your synced devices signed in to
To clear browsing data from this device

X

only, turn off sync.

Cancel

Under the Settings menu, select Cookies and site permissions. Then, click Manage and
delete cookies and site data.

Settings
Q, Search settings

Profiles

[0

Appearance

&

On startup

i

New tab page

Share, copy, and paste

Cookies and data stored

Save cookies and data on your device in order to facilitate continuous browsing between sites and sessions

Privacy, search, and services

Cookies and site permissions

Default browser

Downloads

k- ol |8 (@

o
o

Family safety

-

Languages
Printers
System

Reset settings

o000

About Microsoft Edge

Phone and other devices

Manage and delete cookies and site data >
Site permissions

All sites >

View permissions for sites yourve visited

Recent activity

The latest changes made to site permissions

[  https://www.thehollywoodgossip.com/ >

Notifications blocked

All permissions

Permissions that are applied across all sites

© Location >
>

@) Camera

Bill Pay Browser Settings for a Mac
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Turn on Allow sites to save and read cookie data (recommended). Turn off Block third-

party cookies.
Settings Cookies and data stored / Cookies and site data
Q,  Search settings
: Allow sites to save and read cookie data (recommended) o
@ Profiles . )
Block third-party cookies L]
(&) Privacy, search, and services When on, sites can't use cookies that track you across the web. Features on some site
Sppeatce Preload pages for faster browsing and searching 0
('_) On startup Uses cookies to remember your preferences, even if you don't visit those pages
[ New tab page See all cookies and site data >
& Share, copy, and paste
I ﬁ. Cookies and site permissions Block Add
€3 Default browser e pr th viny ving an g our :
1 Downloads Neo
& Family safety
At Languages Allow Add
The fo ir s C Ve es ar eT evel & cookies fr by
[ Printers
No sites adde
0O System
) Reset settings
. Clear on exit Add
D Phone and other devices To clear all cookies and en you close Microsoft Edge, go to Clear br
@ About Microsoft Edge
No sites adde
Cookies and site data you've temporarily allowed
e ed the reguesting sites to store cookies and site data while visiting the following sites
Ne
In the Allow section, click Add and type billpaysite.com for Consumer Bill Pay or
businessbillpay-e.com for Business Bill Pay and click Add.
Allow
Add

Mo sites added

The following sites can save cookies on your device, To prevent these cookies from being cleared on exit, go to Clear browsing data on close.

Bill Pay Browser Settings for a Mac

Client Reference Guide
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While still on the Cookies and site permissions page, click See all cookies and site data

and then click Remove All.

Share, copy, and paste

& =

Cookies and site permissions

Settings Cookies and data stored / Cookies and site data

Q_ Search settings

Allow sites to save and read cookie data (recommended) Q
@ Profiles 2 .

Block third-party cookies L]
@] Privacy, search, and services t t kies that t
Q) Appearance See all cookies and site data >
() On startup
[ New tab page Block

o Add

Cookies and data stored for sites you have browsed

< Cookies and site data / All cookies and site data

Q, Search cookies

Remave third-party cookies

Name ~ | Filterby: | All v

Under the Settings menu, select Cookies and site permissions. Then, click Pop-ups and

redirects.

Site permissions

All sites >

View permissions for sites you

Recent activity

The latest changes made to site parmissions

All permissions

Permissions that are applied across all sites

(77  Pop-ups and redirects >
Allowed

B Ads >
Blocked

()  Background sync >
Allow recently closed sites to finish sending and receiving data
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Turn off Block (recommended).

< Site permissions / Pop-ups and redirects

Block (recommended) [ ]

Block Add

Mo sites added

Allow Add

Mo sites added

Consumer and Business users:

In the Allow section, click Add, type billpaysite.com for Consumer Bill Pay or
businessbillpay-e.com for Business Bill Pay and click Add.

iPay Portal users:

In the Allow section, click Add, type jhaipayportal.com and click Add.

Allow Add

Mo sites added

Add a site
Site

billpaysite.com

jh
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Under the Settings menu, select Languages.

Settings

S0 Search settings

=]

Profiles

Privacy, search, and services

& [

Appearance

On startup

B G

MNew tab page

|

Site permissions

Default browser

= I

Downloads

Family safety

Languages

Printers
System
Reset settings

Phone and other devices

= G b b B

]

About Microsoft Edge

Under Language ensure that English (United States) is the first, or only, language listed.

Language Add languages

Order languages based on your preference

English (United States)

English

Microsoft Edge is displayed in this language

Restart the browser by closing all open sessions.

If the date or currency format is still incorrect, walk the subscriber through updating their
Language and Region Preferences.
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Language and Region Preferences

On your Mac desktop, open System Preferences. Click Language & Region.

. Sign in to your Apple ID
Set up iCloud, the App Store and more.

3

Bluetooth

| <&

Sharing

@ Language & Region preferences control the language you see in menus and dialogues, and
the formats of dates, times and currencies.

General  Apps
Preferred languages:

English
English (US) — Primary

English (UK) First day of week:
Calendar:
Time format:

Temperature:

Keyboard Preferences...

Bill Pay Browser Settings for a Mac
Client Reference Guide

Region:

United States

Sunday

Gregorian
24-Hour Time

°F — Fahrenheit
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Scroll through the list and select English (US). Choose English (US) as your primary language.

Next, click the Region drop-down menu and select United States.

@ Language & Region preferences control the language you see in menus and dialogues, and

the formats of dates, times and currencies.

General Apps

Preferred languages:

English Region:
English (US) — Primary

English (UK) First day of week:

Calendar:
Time format:

Temperature:

United States

Sunday

Gregorian
24-Hour Time

°F — Fahrenheit

Keyboard Preferences...

Restart your Mac desktop.
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